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About this guide

This guide is intended to be a quick reference for successfully configuring a working Smart Server
Management environment across a network of Acer servers. Though it does not go into detail for all of the
available features in Smart Server Manager (SSM) v1.2, it offers tips and a brief how to for getting the
monitoring software working and setting up email alerts.

= a=a Welcome. Please log in.

¥ Use LDAP Authentication

Smart Server Manager e

admin

Password
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Smart Server Manager overview

Smart Server Manager is a free serer system management solution for IT professionals to monitor and
receive proactive email alerts in the event of any system failure — be it hardware or software. This powerful
solution connects seamlessly to Acer servers via the onboard BMC chip available in most Acer server
systems." The BMC allows for hardware management of all onboard components, including temperature,
memory, CPU, power voltage, and more. Smart Server Manager can also be set to send email alerts to IT
administrators in the event any of these monitored components experience a technical issue.

In addition, Smart Server Manager includes operating system (OS) monitoring for Windows and/or Linux
platforms, and virtual machine performance monitoring. Within the OS monitoring users can view the status
and remotely trouble running processes and applications, as well as view the system resource status of the
hardware being used by the given OS. In addition, users may set specific processes to be monitored and
send out an email alert in the event that application be interrupted for any reason.

Smart Server Manager monitors Virtual Machines (VMs) via its VM management function and supports
VMs from both VMware and Microsoft Hyper-V. The management tool allows for the performance of the
VM hosts and guest OS to be monitored to the component level (CPU, memory, disks, system, and
network). Smart Server Manager can also be set to record the performance history and proactively send
alerts in the event that any component is becoming a bottle neck, thereby allowing IT administrators to
determine whether to allocate more hardware resources to the VM.

Smart Server Manager is 100% agentless, meaning that it only needs to be installed once on a core
system, and then all other Acer servers on the network can be monitored — no additional installation
required. The system can support up to 250 devices (including physical hardware, OS, and VMs) and is
perfect for small to medium-sized IT network management.

Acer Smart Server Manger Ul

Log in via Internet Explorer or Firefox User selection
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Acer servers equip a standard BMC on all models except the AT110 F1 and F2 models.
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What’s new to Smart Server Manager v1.2?

Smart Server Manager v1.2 includes both a more robust set of functions to previous versions, as well as a
more intuitive interface which streamlines important functions, such as email alert creation. The complete
feature comparison is included below.

Features 1.0 1.1 1.2

Web based management console

<
<
<

Role based user administration

LDAP integration

Communication security with SSL

Task-automation by Script Manager

Dashboard

Network Management Server (NMS) to receive traps

User defined server group support

Auto discovery

Agentless management

Multilingual Ul support

Administration Console

Mail notification testing

Mail group notification

Report Manager

Configurable SSM console port (HTTP & HTTPS)

System health monitoring

Event handling (alerting and actions)

System diagnostic with System Event Log (SEL)

Remote power control (on/off/reset)

Remote ID LED control (on/off/blink)

Acer Smart Console integration

Network Management Server (NMS) for trap receiving (PET & LSI RAID)

System Health
Management)

Sensor/SEL/FRU history reporting

Management (OOB

BMC configuration

Event log export to file

OS and BIOS information

Software inventory

Hardware Inventory

Resource threshold setting and monitoring (CPU, memory, network, storage)

Processes control and monitoring

OS Host

System services control and monitoring

Management (In-
band
management)

Remote OS shutdown and reboot

Process owner information

VM and VM host auto-grouping

VM and VM host resource and performance monitoring and alerting

Remote power on/off VM

Remote desktop connection to VM

VM and VM host performance and resource reporting

Windows Hyper-V 2008 R2 support

Windows Hyper-V 2008 R2 SP1 support

Virtual Machine
Management

VMware ESXi 4.0 support

VMware ESXi 4.1 support

VMware ESXi 5.0 support

ASSM Power Efficiency Management Extension v1.0

Exte
nsio
n

ASSM Firmware Update Extension v1.0

z|z|z|z|z|z|z|z|z|z|z|z|z|z|z|z|z|z|z|z|z|z|<|<| < |<|<|<|<|< < | z|z|Z|Z|Z|< | < | 2| < < < < < < <
z|z|z|z|<|<|z|<|<|<|<|<|<|z[<|<]<]|<]|<]<]|<]|<]|<]|<]|<|<|<]|<|<|<|<|z|z|z|z|z|<|<|< ]| <] <] <] <] <] <] <
<|<|<|=<|=<|=<|=<|=<|=<|=<|<|<|<[<|<]<|<|<]|<]|<]|<]|<]|<]|<]|<]|<]|<]|<|<|=<|<|<|<|<|<[<|<]<]<]<]<]<]|<]|<]|<]|<

supp
ort

Acer Smart Client Manager Extension
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Hardware and software dependencies

Minimum hardware requirements for SSM installation are as follows:
o System processor: 2 GHz
e System memory: 2 GB RAM

o Free disk space: 4 GB (May need more disk space depending on the nodes managed and the
amount of history information needed.)

e BMC chip for remote manageability

Minimum software requirements for SSM installation are as follows:
e Windows Server 2003 R2SP2 x86 and x64
e Windows Server 2008 x86 and x64
e Windows Server 2008 R2
e Red Hat Enterprise Linux (RHEL) 5.4/6.0/6.1 x86 and x64
e SLES 11/11 SP1 x86 and x64

Prerequisites:
- Install Microsoft Visual C++ 2008 SP1 Redistributable Package x86 before starting to install SSM.
Only support following 3 versions of vcredist from the download link.

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17
-http://www.microsoft.com/download/en/details.aspx?id=5582

Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022
-http://www.microsoft.com/download/en/confirmation.aspx?id=29

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
-http://www.microsoft.com/download/en/details.aspx?id=26368

Browsers*:
o Internet Explorer 7 and above
¢ Mozilla Firefox 3.5 and above

*Adobe flash player 10.1 and above

Networking tips and suggestions

Smart Server Manager should be run across a gigabit Ethernet network dedicated to system management
and the first Ethernet port used by the operating systems deployed.

When wiring the systems it is recommended to route the OS connection from NIC 1 along with the BMC
port to ensure maximum bandwidth and functionality. Alternatively, the BIOS of Acer servers can be set to
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route both BMC and OS networking traffic through NIC 1. This method cuts down on the total number of
cables, but can impact the networking performance of the first NIC.

—— “-==-] r.: ::;::B::I:lr;

© Tl R
I

BMC Ethernet jack NIC 1

Switch from dedicated to either onboard or failover to use NIC1 as both the management and LAN network
jack.

Note: The core server with SSM installed must be connected to both the dedicated management port and it
NIC1 to monitor itself.

Virtual Media Record Macro Options Userlist Capture Exit
BIOS SETUP UTILITY
[Server Management|

Systen Product Name GW175h F1

System Serial Mumber Dedicated

Base Board Product Name GU175h F1 OnBoard

Base Board Serial Number Failover

UUTD :534D43490002FE4B3000FE483000B438

NIC1 MAC Adderss:00 30 48 F Options

NIC2 HAC fdderss:00 30 48 F|RIERE

OnBoard

IPHI Firmware Revision Failover

SDR Version

FRU Version Tie=:Hove

Enter:Select
ecti icate +/-/:Ualue

IP fAddress Source [Staticl F10:Save

IP Address [192.168.100.1111 ESC:Exit

Subnet HMask [255.255 . 255 .0001 F1:General Help
Gateway Address [000.000.000.0001 FB:Fail-Safe Defaults
MAC Address [00.30.48.FE.38.861 F9:0ptinized Defaults

In the BIOS it is important to also watch for the message ‘Update IPMI LAN configuration’. When setting the
IP of the BMC to the desired static IP, the user must change to ‘Yes’ to ensure the IP is changed as desired
when exiting the BIOS.

This item is only available on some of the newer servers beginning with the 2 socket F2 family (i.e. AT350
F2, AR380 F2 and AR360 F2).
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When setting up an SSM network, only a single machine needs to be dedicated as the core machine for
installing the software. This machine will than act as a central hub for receiving information on the status of
all the monitored server systems, VMs and operating systems, and can then forward alerts to IT
administration based on the pooled data.

The SSM network is detailed in the below diagram.

Managed
Nodes/Servers

-

Administrator Web
Console

Acer Smart [ -.I

Server Manager
VPN Server

For remote management, a VPN server is recommended to ensure better security to the internet and
ensure no non-administrators have access to the IT infrastructure.

TIP: Ensure that the management IPs are set to static for all monitored servers to ensure that IPs do not
change and need to be re-authenticated.
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Tips for setting Windows Server OS

Windows Server OS is a supported OS in Smart Server Manager v1.2. However, though SSM does its best
to provide near seamless integration, some default settings of Windows Server should be modified to
ensure ideal monitoring.

Open Firewall connection

In Windows, the default firewall configuration blocks SSM from receiving information about the OS and its
behavior. When setting up Windows please ensure to unblock the firewall ports for 443, 80 and 162 as
listed in the below image. The window can be navigated to via Windows ‘Server Manager -> Windows
Firewall with Advanced security -> Inbound Rules’.

#® wWindows Firewall with Advanced Security

File  Action W¥iew Help
e |2m= H=
Groyp -+ Profile Fpabled Action Override Pragram Localadd) ~
By Connection Security Ru "(!IICMPV‘I Echo Request For 55M discovery all ¥es Al Mo Any Ay ﬂ Mew Rule...
= % Monitoring IZQ TCP 443 For 53M all es Allows Mo Ay Ay : :
@ TCP 80 for 55M Al Vs Allow Mo Any Any S Filcer by Profile b
._@ UDP 162 For S5M Al Yes Allcw Mo Any Any 7 FiterbyState b
L/ [BranchCache Conkenk Retrisval (HTTP-In) BranchCache ... Allow
; P Fiker by Group B
4 BranchCache Hosted Cache Server (HTTP-In)  BranchCache ... &l Mo Allca Mo SYSTEM Ay
4 BranchCache Peer Discovery (WSD-In) Branchache ... Al Mo Allows Mo %esyste...  Any Wi 4
& COM+ Metwork Access (DCOM-In) COM+ Netwar... Al Mo Allows Mo Yosyste,..  Any -
& COM+ Remote Administration (DCOM-Iny COM+ Remot... Al Mo alow Mo Shsyste...  Any G Refresh
'3Q Care Metworking - Destination Unreachable ... Core Networking Al es Allow Mo System Any — | = ExportList...
._Q Core Metworking - Destination Unreachable ... Core Nebworking  all es Allowe Mo System Ay E Help
'Q Core Metworking - Dynamic Host Configurati,.,  Core Nebworking Al Yes Allow Mo YoSyste., ANy
'ﬂ Core Metworking - Dynamic Host Configurati...  Core Mebworking &l es Al Mo YoSyste...  Anw
(¥ Core Mebwarking - Inkernet Group Managem, .. Core Metworking &l es Al Mo System Any o
& Core Metworking - IPHTTPS (TCP-In) Core Mebworking — all es Allows Mo System Ay 'OI Enable‘Ruls
'ﬂ Core Networking - IPve (IPve-In) Core Mebworking — all Yes Allows Mo System Ay ‘,%’ Cut
'Q' Core Networking - Multicast Listener Done (1., Core Nebworking Al es Al Mo System Ay T
) Core Metworking - Multicast Listener Query (.., Core Netwarking  all Yes Allaws Mo System Ay '_‘—=‘ k'
'.0 Core Metworking - Multicast Listener Report ... Core Nebworking Al es Allows Mo System Any A Delete
'a Core Mebworking - Multicast Listener Repart ... Core Netwarking Al es Allows Mo System Any =] Properties
(€0 Core Metworking - Meighbor Discavery Adve... Care Networking &l es Allows Mo System Any =
¥ core Metwarking - Meighbor Discavery Solicit...  Core Metworking Al Yes Allovs Mo System Any E Help
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Tips for setting Linux Server OS

Acer servers certify major enterprise Linux OS SUSE and RedHat. Smart Server Manager is guaranteed to

support either, and is programmed to support other Linux solutions, but not certified to do so.

When setting up a Linux OS, some good tips to follow are listed below.

For Linux there are some dependencies which need to be installed. The process is detailed in greater detail

in the User Guide, and the related dependencies for Windows and Linux are listed below.

Installation File Supported OS for Installation

acer.ssm-1.2.91346-win32-x86.msi

\Windows Server 2008 SP1/SP2 32-bit/64-bit,

\Windows Server 2008 R2/R2 SP1 64-bit

acer.ssm.hx-1.2-91347.rhel5.i386.rpm
acer.ssm.sx-1.2-91347.rhel5.i386.rpm
acer.ssm.vxhlite-1.2-91347.rhel5.i386.rpm
acer.ssm.vxlite-1.2-91347.rhel5.i386.rpm
acer.ssm-1.2-91347.rhel5.i386.rpm

Red Hat Enterprise Linux 5.4/5.6 32-bit

acer.ssm.hx-1.2-91347.rhel5.x86_64.rpm
acer.ssm.sx-1.2-91347.rhel5.x86_64.rpm
acer.ssm.vxhlite-1.2-91347.rhel5.x86_64.rpm
acer.ssm.vxlite-1.2-91347.rhel5.x86_64.rpm
acer.ssm-1.2-91347.rhel5.x86_64.rpm

Red Hat Enterprise Linux 5.4/5.6 64-bit

acer.ssm.hx-1.2-91347.rhel6.i686.rpm
acer.ssm.sx-1.2-91347.rhel6.i686.rpm
acer.ssm.vxhlite-1.2-91347.rhel6.i686.rpm
acer.ssm.vxlite-1.2-91347.rhel6.i686.rpm
acer.ssm-1.2-91347.rhel6.i686.rpm

Red Hat Enterprise Linux 6/6.1 32-bit

acer.ssm.hx-1.2-91347.rhel6.x68_64.rpm
acer.ssm.sx-1.2-91347.rhel6.x68_64.rpm
acer.ssm.vxhlite-1.2-91347.rhel6.x68_64.rpm
acer.ssm.vxlite-1.2-91347.rhel6.x68_64.rpm
acer.ssm-1.2-91347.rhel6.x68 64.rpm

Red Hat Enterprise Linux 6/6.1 64-bit

acer.ssm.hx-1.2-91347.sles11.i586.rpm
acer.ssm.sx-1.2-91347.sles11.i586.rpm
acer.ssm.vxhlite-1.2-91347 .sles11.i586.rpm
acer.ssm.vxlite-1.2-91347.sles11.i586.rpm
acer.ssm-1.2-91347.sles11.i586.rpm

SUSE Enterprise Linux Server 11/11.1 32-bit

acer.ssm.hx-1.2-91347 .sles11.x86_64.rpm
acer.ssm.sx-1.2-91347.sles11.x86_64.rpm
acer.ssm.vxhlite-1.2-
91347.sles11.x86_64.rpm
acer.ssm.vxlite-1.2-91347.sles11.x86_64.rpm
acer.ssm-1.2-91347.sles11.x86_64.rpm

SUSE Enterprise Linux Server 11/11.1 64-bit

Open Linux firewall settings

Like Windows, Linux systems also need to open their default firewall settings. The same as windows, be
sure to add ‘TCP 443’, “TCP 80’, ‘UDP 162’, and ‘ICMPv4 echo request for SSM discovery’.

10
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Security Level| Configuration

|
@rﬁL Please choose the security level for the system.

Firewall Options |§ELinux I

L3

Firewall: [Enabled

Trusted services:

O

NFS4 =
55H

O =

Samba

p—
E

Secure WWW (HTTPS) |

O

Telnet

= Other ports

Ports

= Remove

l W/ Apply l [ xgancell l & ok l

11
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Suggested configuration for setting hardware, software and VM performance alerts

Smart Server Manager’'s email alert system is a powerful tool for IT administrators to ensure they have up-
to-the-minute status updates about there hardware and software across their network. This free
management tool can also be easily set for an entire network within about an hour across existing Acer
hardware, and roughly an afternoon for a new setup.

Once Smart Server Manager is installed on a host machine, and the networks for both the operating
systems (connected via NIC 1 or others) and the server hardware (dedicated BMC management port), IT
administration may begin monitoring the devices.

To enter SSM v1.2, simply enter the IP address of the core server into the browser followed by “/XMS.htm/”
as shown below. /XMS.html is not necessary as the system should add it automatically.

| 7§ Smart Server Manager |+ |
& P73 192.168.1.24 | https://192.168.1.24/xrms it | M=t K
Al B 5 BIEEEE T Zhongwen (g Dictionary.com @! Yahoo!ZF & [] Gmail | | ACER Notes 5% The World Clock - Ti...

I a= 8 Welcome. Please log in.

¥ Use LDAP Authentication

Smart Server Manager et

admin

Password

The default user name and password are “admin” and “password”, respectively.

Once logged in, the user will see the “Open Discovery Range” button. Click it to set a series of IP ranges
for which SSM v1.2 can detect either available OS, server hardware and/or virtual machines.

Welcome to Smart Server Manager!

In order for Smart Server Manager to retrieve devices for management, yvou must first set the discovery ranges for the server to begin adding them to the databa:

Once the ranges have been configured, it may take a few moments for devices to being appearing in the list. When devices appear in the list, simphy click one to |

Click the button below to open the Discovery range configuration page. WOTE: You will need Administrator privilege to save discovery range settings.

| P Open Discovery Configuration |

12
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Alternatively, the user can access the same discovery configuration window via the “Discovery” hotkey
located at the bottom of the left-hand side task bar.

1.1! User Defined Groups

In the discovery range menu, the user may set multiple IP ranges from which SSM v1.2 will search. This is
particularly useful in case the BMC management network (out-of-band) and OS network (in-band) are
separate.

&
View the current Gateway Smart Server Manager sarver configuration settings below, Wake any changes fo anyofthe
taks and click Save Changes. The server may nead to restari for changes to take effect

9 Discovery  Messaging Window

View or edit the discovery ranges in the table below,

Discovery Ranges

Click the start or end of an IP range to edit i, or ciick New Range io create a blank entry, To deiete a range, click the
range numiber and click Dedete Range. NOTE: Entries are imied fo 256 devices per renge.

‘+ Hewr R:nngcz ‘_x Delete Ii‘l.rlg:uJ

192 162.1.100
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Once set and the OS, servers are detected they must be authenticated in order for SSM v1.2 to provide
status updates and forward email alerts.

Single devices may be authenticated one at a time by entering in the user name and password for each
system. For Acer server hardware, the default user name and password is “root” and “superuser”.

Device Access Authentication Refresh(¢] Help |

This page allows you fo set the user access for the device(s) you have seiecied.

In order for Gateway Smart Server Manager to scan this device further, you will need to provide login information for an existing Administrator account on the device. This information will be stored in
the Gateway Smart Server Manager database so the device can be accessed automaticaly, If you have muttiple devices selected, Gateway Smart Server Manager wil attemp! fo store the same user
for all devices. If the given account does not have Adminstrator privilege, an error for the device will be returned.

Please note that & may take a few minutes for the new devica 1o be kantified and appear in the tres

User Harme L

| Password | - [

Authentication Type { None - J
Integrity v
Confidence
Submit

For multiple systems with identical user name and password, the user may select a group of machines by
holding down “ctrl” or “shift” when selecting from the left menu, and then performing the same function as
above. Alternatively, the administrator can use ‘global user account’ function for each extension if all
systems are configured alike.

¥ %, Unauthenticated Group {12)
s Unauthenticated (152.160.1.13) @ 7!
e Unauthenticated (152.168.1.43) @ 7

e Unauthenticated (192.162.1.13) @ ':?"

e Unauthenticated (192.168.1.43) @ 7

s Unavthenticated {192.162.1.13) @ T

14
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Virtual machines can be automatically detected and authenticated for user defined IPs and authentication
information. To do so, the user should go to “Extensions” in the upper right-hand corner, and select either
the Hyper-V or ESX extension configuration tab (currently SSM v1.2 can only read information from these
two hypervisors).

Note: users must set “global user account” for auto authentication.

Client Mgmt. Exten=ion

Firmware Update Extension

In-Band Mgmt. Extension

discovery ranges for the server to begin adding them to thy Out-Of-Band Mgmt. Extenzion

Virtual Machine Mgrt. Extension - Hyper-\f Lite

]

]

]

Power Mgmt. Extenzion L3

4

-aring in the list. When devices appear in the list, simply clicl k
]

Virtual Machine Mgmt. Extension - ESX Lite

Administrator privilege to save discovery range settings. |

Once complete, a full list of available Acer servers, monitored OS (both Linux and Windows) and the
monitored VMs should be shown in the left-hand menu, as below.

Summary Refresh 3] Help| A

e Vielcome
= g 05 Hosts 38)
= ds.n-u (]
rﬂ\nm!mmnes-Esx )

|V g Virtal Machines - Hyper-V (1]

| v .\ﬁmﬂ Server Group 1)

v @ Vinual Server {192.168.1.52)

Below iz a summary of information for the selected virtual machine(z).

L Virtual Machine (ws08r2rok)

General Information

LCoCoce0e

Name  wsO8rIrok
System Unique ID 181E9127-07TBA442F-B700-FE180C5832CC
Guest Operating System  Windows S

MAC Address  00fEED013402

er 2008 HPC Edition

Assigned NUMA Mode 0
Install Date 13-10-2010 08:29:10
Uptime  19-11.2010 05:46:48

Virtual Processor Information

Summary |0

Address Width 82 bils
Click a health icon to creale s watch window

peatth @11 @4 —3
Connection W52 Fie Blo upgrade Wo

Characteristics  32-bil capable
CPU Status Enabled

Current Clock Speed 2822 GHz

Should there be any difficulties in finding any of the OS, servers or VMs, try checking that the appropriate
IPs for all networks are linked and read into the system and that the authentication information is correct.

Once authenticated the IT administrator can view the status of the server hardware, read sensor reports,
view and download event logs, see processes and services running on all available OS and view the
performance history for any VM. A more detailed overview of all the functions available can be found in the
Smart Server Manager v1.2 User guide.

15
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Setting email alerts

The process for setting up email alerts varies slightly depending on the email alert type which the user
wishes to create.

Regardless of the alert type, the system must have access to an email server in order to relay any alert to
an email target. To set the email server, simply click under “SSM tools” -> “SSM alerting”.

& S5M Tools

Launch Script Manager

Launch Report Manager

S5M Alerting

{iscovery ranges for the server ta begin adding them 55M Event Log

SEM SNMP Trap Log

55M Databaze Management

wring in the list. When devices appear in the list, simph
sdministrator privilege to save discovery range settinf ~ D0V/nioad S5M Logs

Restart Messaging
Stop Messaging

Manage Licenze

Once selected, the below window will pop up. Click on the “Email server” tab and enter the IP address for
the email server on the network. If the email server is password protected, also enter the user name and
password to ensure the email alerts can be relayed out.

*Note: Companies who do not have their own email server will have to create one in either a Windows or
Linux environment for the alert functions. Once created, the server will be able to send emails to external
email accounts, such as Gmail, Hotmail or Yahoo. Some suggested mail servers include Postfix
(http://www.postfix.org/), and Microsoft embedded email functions.

Make your changes to the server name or IP address,
enter any credentials (if necessary), and click the Save
button.

Server Name / IP & 152.188.1.32

User Hame  opticnal
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Should there be any issues receiving the alerts and all the settings appear correct in SSM v1.2, also ensure
that the email server is not being blocked by any firewall settings in the network.

To set an out-of-bound email alert, the best practice is to use the default “Health Alert” settings which will
send a notification in the event of any sensor warning. PEF traps are more appropriate for remote
troubleshooting, but also much more difficult and time consuming to configure. Both methods are detailed
in the SSM v1.2 user guide.

To set an alert for one or multiple servers, simply select the “Out-of-band management alert” tab from the
“SSM Alerting” window, select the desired machines to be monitored, and enter the destination email and
severity.

TIP: Set both “Non-recoverable” and “Good” alerts to ensure IT administration has up-to-the-minute
information about any status change.

Select the device to monitor, and the email address to send the alert to
. when the overall health passzes the given health threshold.

Device(s) i Server (182.168.1.31)
isewer(iszdmu?)
i Server [192.168.1.69)

i Server (192.168.1.72)

i Server (192.168.1.42)

- Email Address & test@iest.com

When setting an in-bound alert, it is important to first set specific processes to be monitored. The default
health alerts are based on the process for which the admin defines to be monitored. If no processes are
selected to be monitored, any failed or interrupted process will not send out an email alert.

First select a monitored OS and go to “information” -> “software inventory” -> “process list” to view the
available processes running on the system.
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Information

Host Summa

£d \gl mmmanv
Software Inventory  » Process List
Hardware Inventory  » Service List

Statistics I3 Package Installations

General Information

Operating System  Windows
IP Address  182.188.1.38
0SName  Migosoht Windows XP Professional
Version Number 5.1.2600
System Architecture  X86-bssed FC
BIOS Information 3A08

Overall Status

@Good

4. SSMEventLog | % . SNMP Trap Log

In the process information page, the user can set view all available process, kill/stop certain processes and
select which process(es) he/she would like to monitor. Again, holding “ctrl” or “shift” will allow the user to
select multiple processes at once.

Process List Refresh (& Help 2]
Use this page fo view processes for the selected device(s). ] A (Paused) ‘
Process Entries Below is a grid showing the process list for the selected device(s).
Total Entries 31 4] Clear Setections | dfs Add to Monitored List |
o P
Windows (192.168.1.52) 532 wininit 13 5.45 0 @ it
Windows (192.185,152) 544 cns 13 558 ) @ in -
Monitored Process Entries Below is a grid showing the monitored process fist P— device(s).
Total Entries 2 ] Ciear selections | | /3| Remove from Monitored List |
Windows (192168152} 532 wininit
Windows (192 188 1.52) 544 s [~]

Once added, should any process be interrupted the default health settings will trigger an email alert to the
destination mail(s) of the user’s choice. The user can again go to “Tools” -> “SSM Alerting”, click on the “In-
band management” tab, select which OS to monitor, and enter the destination email and alert severity.

Select the device(s) to monitor, and the email address to send the alert
to when the overall health passes the given health threshold.

Device(s) # m Linux [192.168.1.74)
u Linux [182.168.1.23)
m Windows (192.168.1.36)
m Windows [192 168 1 52)

m Windows [192.168.1.68)

m Windows [192.168.1.45)

m Windows [192.168.1.26)

Email Address & test@test.com
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TIP: It is a good idea to select both critical and good when creating the alerts so that any processes which
automatically restart themselves, the IT administration will also know if the restart happened or not.

Setting performance alerts for monitored virtual machines

Setting performance alerts for virtual machines is a powerful tool that enables active monitoring for the
loading on the components assigned to any virtual device. Once established, these alert rules enable IT
administration to receive email alerts in the event any virtual machine begins to reach performance
bottlenecks so the administration may take immediate corrective action.

Before an e-mail alert can be set for a virtual machine performance alert (regardless of whether the VM
hypervisor is VMware ESX or Windows Hyper-V) the performance rules must be set.

Click under the monitored VM — Information — Performance. To begin monitoring a specific component’s
performance, click on the ‘historical data’ check box next to the desired component.

L Information ools o M
SUMMAry r . —
Sensors _’e Chart Refresh w Help Lij
Performance || pigk | Memory | Hetwark CPU /52011 2240 1152011 23:44
Evant Log
Repons v : n nstanced
———————
30
i. A f\ [l A A /\ \ A /
10 Aﬂ. f{\’/\/ “\\ '/W \'/\ l "I \/\jli \ L\/\) ‘l\u.a ] \'
& /\j \/I\——/ J 'I - J \J
2241 22:48 2251 22:58 230 2308 231 23118 2321 2328 23:31 2338 2341
Time [Minutes)
| Selectideselect the counter instances and click 'Update’ to addidelete for historical data collection,

After selecting all of the desired components to be monitored, an alert can be set for the desired VM and
component type. To set the alert, again go to ‘SSM Tools — SSM alerting’ and select the appropriate virtual
machine tab (either VMware ESX or Windows Hyper-V).
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Use the Alerts tab to : SNMP or g. You can configure th - by using the tab.

Alerts  Email Server

Each plugin may alerts Cl

the tab below to see and edit alerts for each plugin.

mugm&mmm-l Virtual |

!. Out-Of.Band Mgmt. Extension Dev...  Virtual Mashine Mgmt. Extension ...

Alerts will send email to the given address when the state the

Status Alerts | Performance Alerts

Modify or delete the configured alerts below, or sdd new ones.

Status Alerts o

After selecting the appropriate tab, a performance alert can be set by clicking on ‘Performance Alerts —
Add’. The below screen will appear, and the user can select for which VM host or VM the alert should

monitor, and which counter (monitored component) to monitor. The percentage used can also be set by the
user, allowing for complete control of the severity.

5 Wirtual Machine {ws0BrZrok)

*- . Wirtwal Server (192.168.1.21)
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Setting RAID SNMP traps with LS| add-on RAID cards

For server models with add-on RAID cards, or onboard Adaptec or LSI software RAID, users can enable
the RAID software to send Smart Server Manager SNMP traps to alert the utility in the event a RAID
volume experiences any problem — including hard drive failure. SSM can then relay this alert as an e-mail
to the IT administrator for up-to-the-minute hardware monitoring.

For the purposes of this guide, it will cover the settings for LS| MegaRAID Storage Manager (LS| MSM)
which can be used for all Acer Servers equipped with add-on RAID cards.

In either the Linux or Windows environment, this software must be first installed on the client (being
monitored) server.

i‘.-'f' Megaf&ID Storage Manager w2, 1300 - Ingtallshield Wizard

Cusborner Infor makion

Please =nter waur information.

User Hame:

¥ ganizadon:

s

Al avalaoiity of this appleaton for:
=140 users
Iy For corant usar (L)

[ «Back [ Wer || caned |

After installation, the user will have access to the LSI MSM control panel and be able configure it to send
SNMP traps to the appropriate destination. This interface can allow for users to configure and change RAID
configurations, create alerts and get status updates on available RAID volumes. For more information
please see http://www.lsi.com/lookup/Downloads.aspx

=l
S &
LSSk
Fhyscal Logedl |
8 oo b com & Preperies | goestons |
=1 4 HopaRAIL: 545 BPOSEME [Bua 4, L ) &
= i Dvboe Groge 0, RAID 1 R Ll 1 Read Podcy =
=1 g witua Ditees
L NN Siom 2.125 58 Currmt Wrks Pofcy
gl s
| < Backolrn (252), ok 6, 5ATA, 465,762 B, Crire ||| bl ek state optimal Deauit white Poboy
i ‘.JB-I(WHN{?E?]. Hok: 7, SATA, 465 762 G5, Orlre:
<113 Tkl Free Capacty: 397,135 &8 Stripe Stz EHER Wike Thecugh for ol eciméssing battes
--i Separkyi ST &
IS et y: 00,549 8 ccmm Py nad it 2 Pokes
= g o g ed Dr ks
5 Bmchplore (22}, Sht: 0, 5ATA, 76,650 6B, Lncorfigunec ||| DEKCAZhe Poly Unchenged
|- e Bachplare (252), Shot1 1, FATA, 75653 GB, Lnconfigures
-0 Beckplare (222}, ki Z, SATA, 72,053 30, Lncorfigres
2 Bechplare (252), Shoki 3, SATA, 76,693 GB, Uncorfigres
4] 3
-
0| EmorLewel Ciske ) Tire [ Destrichon |
Diepl e g Frm sarear
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To set an SNMP trap alert go to ‘Tools —Configure — Configure Alerts’

Group Operatisns Log

8 kb
§ % HagaRMD 545 BERCEWD Bus 400w 0y |
A Sk G545 5 AL 24 12 CE, Unconfigy
£ Skt G545 F 545, 6. 36 GB, Unconfipy
M packplane 252 Il B
¥ I_';i WMO1a340 €15 1), Conneciar Exismial &
S 5ot 0, 545, 275.3% G, onine 3
WP Slot 1, 585, 278,25 OB, Onlne |
o Slon; 2, SAF, 2TH.29 GB, Unconfigu
o Slor 3, 345, 279.39 GB, Unconfigu
=3 5t 4, 545, 27539 GB, Unconfiguf
=5 Slot 5, 545, 270.29 GH, Unconfigu—
¥ Slok &, SA%, 13E.73 GB, Unconfigu}
A ElBL 7, 545, 136.73 GB, Uncorfigy
@ Sloc 8, 543, 136.73 GB, Uncondigu)
# Slot 9, 545, 58.35 GB, Uncorflpurg
E3 Blok 10, 545, 27939 G, Unconfig
22 Slot: 11, 585, 275,35 GB, Unconfig
o=@ Elor 12, 545, 136.73 GH, U

Y

i I o] |

0 Erorle.| Dae)Time |
a3 Informa... |2Co8-12-12, 1... [Comraller 1D O Ti"n‘_: BRADIENET SiNCE DEeEr o
82 |inferma. |2008-13-12, 1. [Comraler10: B TFne esiabiished since power on:
81 |inferma..[2008-12-12, 1. [Cemraller 10: D TFne esiabiished since power oh:
9_0 informa... |2008-12-12, 1... _Comr\ollor o: o Tr_na- astablishad sinca powar on:

e e e e e e

Descripdion

Ti 2008-12-12,15:55% 4B
2008-12-12,14:5% 45
2008-12-12 13:5%50
2008-12-12,13:5851

SARE AT A A4 E

E | Fr Dc 12, 1822

Under the alerts screen users can set their own email alerts via the LS| software, and can have SNMP
traps be sent to the SSM core server.

To send SNMP trap alerts to SSM v1.2, the user must first enable SNMP traps in their operating system,
whether it be Windows or Linux.

In Windows Server 2008 R2, first go to ‘Start->All Programs->Administrative Tools->Services->SNMP
Service.’ (If you don’t see the “SNMP service” in the service list, please refer to Microsoft document to
enable the SNMP service feature.)

Q, Services !E E

File  Action Wew Help

=@ Ek =

H=|r» 20w

&4 Services (Local) £} Services (Local)

SNMP Seryice Mame = I Description | Skatus | Startup Type | Log (;I
Q;Secondary Logon Enables st.., Maral Local

Stop the service ‘£, Secure Socket Tunneling Protoccl ... Pravides s... Manual Local

Restart the service “5kSecurity Accounts Manager The startu...  Started Automatic Local
L Server Supparts fil...  Started Automatic Local

Description; ».';';’-.Shell Hardware Detection Provides n..,  Started Automatic Local

Enables Simple Metwork Management Smart Card Manages a... Manual Lacal

Protocol {SNMP) requests to be ’

processed by this computer, IF this Srnart Card Remaval Policy Allows the ... Manual Local

service is stopped, the computer will be ed Automatic

unab_le to process SHMP requests, If this ChSNMP Trap SN e Manual

Zigilccifl:‘,sddelz‘ﬁsdn’nai?{jﬁr:;ff;stpaartt. '.‘,?ESUFtware Probection Enables th.,,  Started Automatic (0., Mebw
‘£ Special Administration Console He...  Allows adm... Manual Local
».Sé;SPP Motification Service Provides 3., Manual Local
Ch550p Discavery Discovers ... Disabled Local
£k System Event Motfication Service  Monitars 5., Started Automatic Local
{,-;“;Task Scheduler Enables a... Started Automatic Local
;S;_‘;TCP,I’IP NetBIOS Helper Provides s..,  Starked Automatic Local
Q;Telephony Provides T.., Maral ety
J,"}.Thread Ordering Server Provides or... Manual Local
{55 TP AutoConnect Service ThinPrint ... Manual Local
Q;TP W Gateway Service ThinPrint ... Manual Local
».'.';_’;TPM Base Services Enables ac... Maral Local
\.‘.,:);UPnP Device Host Allows UPn... Disabled Local
{,-;:‘;User Profile Service This servic,,,  Starked Automatic Local
;‘Eé;\flrtual Disk. Provides m... Maral Local &
<i =

Extended A Standard 7
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Step2. Configure the SNMP service to make OS forward the RAID SNMP _trap to SSM.

SMMP Service Properties (Local Computer)

.Generall Log EInI Fieu:u:wer_l,ll &gent  Traps

The SHMP Service provides network. management aver TCPAP
and |F=45F protocols. IF traps are required, one or more
community names must be specified. Trap destinations may be
hozt names, IP addrezses or P« addreszes.

Key in public

Switch to Traps
tab

3. Press Add to
list button

— Community hame

— |public

Sdd b [zt

=~

Bemove from lizt |

Trap destinations:

Edit... Remove

4. Enter the IP
address of SSM

5. Press Apply

Learn mare about SHEFP

button

k. Cancel |

Apply |

In Linux, the idea is very much the same, but the SNMP trap function must be enabled in the terminal. The

below script is outputted on Red Hat 5.3, for more detailed information
guide.

please refer to the LS| MSM user

LSI MSM rpm will take care of the necessary modification needed in the snmpd.conf
file for running the agent. Please refer to LS| documents. Or, you can refer to following steps to configure it

by yourself.

[SNMP service configuration example on RHEL6.0/5.6]

1. check if net-snmp is installed (RHEL6.0/RHEL5.6 default setting contains net-snmp)

1.1) xxxx> rpm -qa | grep net-snmp
1.2) make sure following net-snmp packages are isntalled
i roobt@localhost.~

He Edit View lerminal labs Help

[root@localhost ~]# rpm -ga | gr2p net-snmp
net-snmp-perl-5.3.2.2-9.0.1.el5 5.1
net-snmp- .1b05-5.3.2.4-3.0.1.eld 5.1
net-snmp-utile-5.3.2.2-90.8.1.215_5.1
net-snmp-5.3.2.2-9.0.1.elb 5.1
[root8localhost -1# []

ElEIE]
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2. Install LSI MSM rpm

3. check if LS| snmp is installed
3.1) xxxx> rpm —qa | grep sas_
3.2) make sure following packages are installed
[root@localhost ~]#
[root@localhost ~]1# rpm -ga | grep sas_
535 snmp-3.17-1132
sas ir snmp-3.17-11080
[root@localhost ~1# ||

4. edit “/etc/Isi_mrdsnmp/sas/sas_trapdestination.conf”
Mark original TrapDestind 1 and IP address.
Add TrapDestind 3 and new SSM’s IP address.

~1olx]
FRRE EME HRN0 M D
R |

# Agent Service needs the IP addresses to sent trap
# The trap destination may be specified in this file or
# using snmpd.conf file. Following indicators can be set
# on "TrapDestInd" to instruct the agent to pick the IPs
# as the destination.

# 1 - IPs only from snmpd,conf

# 2 - IPs from this file only

# 3 - IPs from both the files

“lrapDestInd [

GHEHEE Trap Destination IPH#HHHEEEHHE mark
#127.0.0.1 public

HHHG G S

i%################4##########ﬁ######ﬁ#############

rapDestind 5

GuaniaisasiTrap Destination [PAMSS#EEISEEE S dd
3 public a

e N N e

SSM’s 1P

5. restart Isi_mrdsnmpd service

irootéLocalhost ~]#
[root@localhost ~]1# service 1si_mrdsnmpd restart

Stopping LSI SNMP Agent: [ oK ]
5tarting L53I SKMP Agent: LSL MegaRAID SNMP Agent Ver 3.17.0.1 (Sep D4th, 2Z0E8) 5t
arted

[ Ok 1]

[root@localhost ~1# ||

6. restart snmpd service
[roet@localhost ~]# I
[root@localhost ~]#

[root@localhost ~1# service snmpd restart

Stopping snmpd: [ oK ]
Starting snmpd: [ OK ]
[root@localhost ~1# |
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Finally, the user should configure the email server (refer to SSM User Guide) and set the email rule on
SSM so that SSM can send a RAID mail notification out. Go to SSM Tools > SSM Alerting > Alerts > In-
Band Mgmt Extension > SNMP Trap Alerts to add a new Email rule (see following example).

Use the Alerts tab to configure SHMP or email alerting. “You can configure the email =erver by using the Email Server tab.

Alerts  Email Server

Each plugin may configure alerts differently. Choose the tab below to see and edit alerts for each plugin.

In-Band Mgmt. Extensi...  Virtual Machine Mgmt. ... Virtual Machine Mgmt. ...  Owt-Of-Band Mgmt. Ext...

Review or delete the configured alerts email to the
given address when the overall hﬂ}!/sele(:t SNMP Trap A|ert5 r

Health Alerts | SHMP Trap Alerts Press add

Review or delete the configured email alerts.

SNMP Trap Alerts o Add M Delete

IF Address Specific Trap De=scription

Wfindaws (192 A63.1.45) 102 163.1.45 test2@mail |ab. acer (Al (Al Traps)

& .

Configure the settings for the new Email Alert below, and clﬁloose the OS WhICh Contains
the RAID

Select Device(s] = m windows [192.1688.1.28]
F(ey in the receiver’s
Email
Email % test?@mail.lab.com /\

Specific Trap |\|_f| Uze All Traps

m Windowes [192.168.1.52)

m Windows (192.168.1.36)

m Windowes (192,168 1 45]

2001 Alarm has been enabled by user for Adapter §1

Choose “Use Al
2002 Background initialization rate changed to §1 for Adapter §2
traps” to make i
SS?VI forward a” 20032 Controller$1 cache discarded due to memondbattery problams
s004 Unable to recover cache data due to configuration mismatch for Adapter $1
RAID SNMP
a00s Cache data recowered successfully for Adapter §1

traps by Email.

S0O06 Controller cache discarded due to firmware wersion incompatibility for Adapter 3
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Setting an Email group alert

In addition to sending email reports for sensor alerts, performance alerts, SNMP traps and software

processes status, Smart Server Manager v1.2 also supports email grouping whereby admin-defined groups
can be established and managed in a consolidated format.

To enable email group management, the user must first click on ‘SSM Options’ tab located on the upper
right-hand side of the menu. Then click on ‘Alert Destinations’

The user will then see the below window.

t Destinations Manager s

Belov you can configure various alert destinations. Click the tab for the type of destination you wish to configure.

[ Emails | =} Email Groups _:;,s Email Server

Below is a list of emsil addresses. Use the Add or Edit buttons to creste or edit addresses, and the Delete button to remove
them. Click the Test Email button to =end & test email

Totalltems 3 | ofpada |
| i
Email Address First Name Description
hubet@acer.com b hubert Iu hubert lu, a member of IT m...
joe@acerit.com
Iyoni@acer.com.iw Iyon tseng Iyon tseng, a member of T ...
3 cClose

Clicking on the ‘Email Groups’ allows for a new group to be established, and relevant emails to be added to
the group. Click on ‘Edit Group Members’ to add more individuals to the group.

Add or edit the settings for the email group below and click Save Changes.

Group Name = IT managers

Description Hardware maintanence members

Members | < Edit Group Members
e N

joe{@acer-it.com

Once complete click ‘Save Changes’ and the group will be available to receive any defined alerts desired.
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Report manager

Report manager allows users to generate reports based on SSM’s own database which they want to export
into another file format. The function is ideal for users who need to need to report a problem or pass vital
information, such as CPU usage or device reliability, to outside offices or managers. The function can also
be used to better trouble shoot issues remotely.

@ System Model

Provides System Model information about the device[s]

2012/03/12 22:12:46

192.168.1.14 1PMI 2.0
192.168.1.15 IPMI 2.0
192.168.1.22 Not Available
192.168.1.23 AR160 F1
192.168.1.25 AT310F2
192.168.1.27 AR360 F2
192.168.1.41 AW175h F1
192.168.1.42 AT350 F2
192.168.1.50 AR385F1
192.168.2.170 AT310F2
192.168.2.196 GA-6GFXSV4

Installing additional extensions — power management and remote firmware updates

After setting up a management core server with Acer Smart Server Manager v1.2 installed, users can then
install the extension from the support and downloads section on within Smart Server Manager. Click on the
SSM Tools tab ‘Manage Licenses and follow the links to online website for download.

Note: Power Management Extension does require a fee so users should understand their need before
installing the software. The remote firmware

»1035. (= =]

gk 0S Hasts (13) SSM Alerting
¥ ¥ Paver Management Devices (2) In order for Smat v devices for managemert, you  SSM Event Log
rrrrrr E SSM SNMP Trap Log
nfigured, & may take few momerts for devi  SSM Database Management 1 device:

Dowirioad SSM Logs

Ciick the button belaw to open the Discavery range canfigurstion pege. NOT
Restart Messaging

Stop Messaging
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Acer's SSM is the perfect management tool for any organization, regardless of ts size - And its ease of use makes managing your systerms
possible in a matter of minutes!

Clickhere  to buy additional licenses for Acer Smart Server Manager.

SSM includes the following plugins:
- Base Framework

- In-Bland Myt Extension

- Out-OfBand Mgmt Extension

- Virtual Machine Mgt Extensions — Lite features

Following plugins are available as separate installer packages
- Virtual M; Deluxe features

- Power Mymt Extensions
- Client Mgt Extensions — AMT
- Firmware Update Mymt Extensions

Running a networked firmware update to multiple machines
First, the user will need to ensure a DHCP server is setup.

The firmware is updated via the IPMI management network connected to the BMC — the dedicated
management port must be connected, or NIC 1 set to failover in the BIOS as detailed below.

1) Failover mode (one line for dedicated BMC NIC, one line for NIC#1) or
2) Onboard mode (only one line for NIC#1) or
3) Dedicated mode (one line for dedicated BMC NIC, one line for NIC#1)

Assistance
I — « || Attos Ordinateur portable  +
TR «Server Netbook
Te i ARSSS F1
Support Technique en ligns rm—— Storage Ordinateur de bureau
Tablet

Customer Care ATI115FL A £

Smartphene
MY : International Travelers IREE
Warranty Ecran

Acer TV
Extensions de Garantie o

v 3 ¥
Procédure de Remboursement du
systéme d'exploitation Microsoft Windows Server 2008 R2 [=] Francais ||| Demitres [+
Trouvez votre batterie, mémoirs ou
alimentation =
Deployment  'Acer Smart Setup Quick USB Wizard - Part 4 21WITShRSSS.FI: 200.0 MB! 2011110007 | *

ASHEEES LS cxlensmn de peras: 3 Deployment Acer Smart Setup Quick USB Wizard - Part 3 21.W175hRS85.F1: 200.0 MB: 2011/10/07
Alerts & Recalls > Deployment ' Acer Smart Setup Quick USB Wizard - Part 2 21 WAT5hRS85.F1:  200.0 MB: 2011/10/07

Smart Setup Quick USB Wizard Self-Unite

Garantie standard Program (Qui

Smart Setup Quick USB Wizard Self-Unite Program

Doployiment e Sellp 4S8 K (Quick USB Wizard can create Smart Setup UsB ki) 2@ 20111007
oy MM (Supported OS: Windows? y86/364, Windows Vista 6/ 3

164, Windows XP 186}
| Deployment Acer Smart Setup oy #19 MB: 201110407

Once downloaded, install the package by following the simple installation instructions in the read me file of
download. Be sure to download and install the correct package for your OS environment — i.e. Windows
Server, Red Hat Enterprise Linux or SUSE Enterprise Linux.
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Once installed the extension will be accessible in the ‘extensions’ section on in the SSM interface.

admin - (Administrator)

<t §5M Options % SSM Tools ] Extensions About

Database Usage 0%

Client Mgmt. Extension

Firmware Update Extension
In-Band Mgmt. Extension
Power Mgmt. Extension
:set the discovery ranges for the server to begin adding them to the Out-Of-Band Mgmt. Extension

Virtual Machine Mgmt. Extension - Hyper-\/ Lite

* v v v v v ¥

ing appearing in the list. When devices appear in the list, simply clicl
Virtual Machine Mgmt. Extension - ESX Lite

till need Administrator privilege to save discovery range settings.

Once open, the user can enter the account details for the management ports on the network via the
‘Configuration’ tab. In a standard Acer server environment, the management account details for Acer Smart
Console are ID: ‘root’ , PWD: ‘superuser’, but this can be changed by the local admin via Acer Smart
Console itself.

{ﬁ!} Firmware Update Extension Configuration

Wiewy the plugin configuration settings below

Global User Accounts  Settings

Below are the settings for the global user accounts. These credentials will be used to sttempt authertication for any
newly scanned devices, MOTE You should use as few global users as possible to minimize performance impact
during the authentication process

Step 1 ch Step 2 Add or edit the user settings

User Mame root

[P [Es—

LB Save Global User | | ¥ cancel |

3 close

Another feature to note is the settings tab which allows Smart Server Manager to search for firmware
updates on select websites — such as the Acer Support and Downloads website. However, this step is not
necessary as users may prepare the firmware file themselves if desired.

Open the ‘Firmware Update Management’ to scan for available devices on the network which can be
monitored and selected to update the BIOS or IPMI firmware on the device. Afterwards the user can upload
the firmware and create a task to complete a firmware update is to tab and set a task which can run at the
desired time.
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This dialog allows you to update the BIOS/EME or BIOS configuration for ane or mare devices. Ta start, first make sure that the packages you need has been uploaded to the package repository. Use "Package Management tab" to
upload packages.

4 Summary g Package Management . Update History (% lgnored Device(s)
Firmware device information:

P Scan Device
Fitter by: | Al manufacturer | v | | Allmodel |~ | | AIIBMC version |~ | | AllBIOS version | v |

I ) Refresh J

Systam Model

Firmware update task:

Totaltask: 0/20  Create or manage firmware update task(s).

|os create | | € Refresh |

Before a new task can be created, the admin should upload the desired BIOS package they wish to update.
This package can be one of three options: an Acer update to a standard BIOS or BMC firmware, or a user
defined template created with the Acer SCE tool. The SCE tool allows administrators to change BIOS
settings as needed — for example disabling Intel Hyper Threading or power saving functionality, and than
save the changes as a new “.txt’ file which can be updated across the network. Important for certain

environments, such as high-performance computing, this tool may not be crucial for everyone and Acer
recommends using the standard, most updated BIOS firmware wherever possible.

Select the file using the Browse button, and click Upload to transmit it to the server.
alid file extensions (Zip).

Firmware source information (Dowwnload firmware source fies from Dovwnload Certer

Browse |

Package Mame = AR3S0_F2_new_BIOS

PackageType | BIOS

Description

When selecting the new package to upload, be sure to select the BIOS file of the firmware updates. The

.zip file can be uploaded in total. Smart Server Manager will detect the appropriate DOS-based .bat file to
flash.
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(2= e8>0

o
(. J=| . » BIOS Acer PO7_AA » BIOS_Acer PO7 »
| S

‘ Organize =

Folders v | MName
Bl Deskiop | BIOS_PO7_Release
4 BMC140
. Public | BMC_1.40_release notes
1% Computer i) R380FL_BIOSPO7
¥ Network
E Control Panel
& Recycle Bin

. BIOS Acer POT_A A
. BIOS_Acer PO7
1y BMC140
1, R380F1_BIOSPO7
!\ EPBU PMD docs and trainings
. NTHU
. PM workshop
| Q410 WW PC Historical
k SOP
. spec updates
XD5.5_Express

B EE

| BIOS_Acer P03_A_A
|} BIOS_ Acer PO7_A A
3 BMC140 Date modified: 9/5/2011 11:07 AM
-4 Compressed (zipped) Folder Size: 12.7 MB
3
3

ws ~ L 9 Explore i Share (gp Burn

- |‘t| ‘Sear\:b

Date modified Type
9/5/2011 11:07 AM  TXT File

9/5/2011 11:07 AM

9/5/2011 11:08 AM  TXT File

9/5/2011 11:08 AM

Date created: 3/13/2012 4:01 PM

Size
15KB
Compressed (zipp... 13,040 KB
3KB
Compressed (zipp... 1,562 KB

Next, create a task which determines which models will be flashed, what firmware will flash, and when the

action will take place.

NOTE: Because IPs can change, it is important for users to ‘Scan Devices’ every time before scheduling a

task to avoid the firmware from accidentally being flashed to the wrong device SSM v1.2 does not

automatically refresh the data across the network in its database.

Step1  Give a name for this task

Task Name:  AR28S firmware_update_March_21
Step 2 Select a package to update

Package Name

i 360f2hme0 .04 BhiC

1 360f2hinsd0d BIOS

Step 3 Add target devices

System Manufacturer

Step 4 Se’ttheschedu\etime
Schadule time: (=) Startnow () Staton 037212012

, 4

System Model

Hrs

0

{max. 50 characters length)

Description

358F 1 biozp03

3602bme0.04

36012biosd08

System BIOS Versiol

4L Add Device... | e Selecte

Mirs 0

EMC wversion

Once complete the Firmware Update management page should look like the below screenshot with queried
systems shown, and a Firmware Update Task ready to run.

31



Smart Server Manager v1.2 — Best Practices

This dialog allows youto update the BIOSBMCE or BIOS configuration for one or more devices. To start, first make sure that the packagss you need has besn uploaded to the package repostory. Use "Package Managemert tab” to
upload packages

= ry @ g /- Update History [ lgnored Device(s)

Firmware device information:

Filter by: | Acer ¥ | |_Anmodel ¥ | | muBMCversion | v | | AllBIOS version | v | | T Clear Filter | I|
BME (192.168.1.23) BMC Acer AR1E0 F1 01.40 &

BME (192.168.1 25) BMC Acer AT310 F2 PO2 01.10

BME (192.168.1.41) BMC Acer AWATSR F1 0130

BME (192.168.1.50) BMC Acer AR325 F1 01.00

Firmware update task:

Totaltask: 1/ 20  Create or manage firmware update task(s}.

Create t i " %) Refresh

6012 bios d0G Tue Mars 2012 11:56:40 P Completed

Wiswm Wiew
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Firmware update supported systems

ASSM FW Update Manager v1.0

Server model BIOS Update IPMI FW Update 208 Setling
eployment
AT110 F2 *N *N *N
AT310 F2 Y Y Y
AR320 F2 Y Y Y
AT150 F2 In Planning In Planning In Planning
AR160 F2 In Planning In Planning In Planning
AR180 F2 In Planning In Planning In Planning
AT350 F2 Y Y Y
AR360 F2 Y Y Y
AR380 F2 Y Y Y
AT115 F1 N N N
AT310 F1 N N N
AR320 F1 N N N
AT150 F1 In Planning In Planning N
AR160 F1 In Planning In Planning N
AR180 F1 In Planning In Planning N
AR350 F1 In Planning In Planning N
AR360 F1 In Planning In Planning N
AR380 F1 In Planning In Planning N
AR385 F1 In Planning In Planning N
AR585 F1 In Planning In Planning N
AW170h/ht F1 N N N
AW175h F1 In Planning In Planning N
AB2x280 F1 N N N
AB460 F1 N N N

Additional power capping enablement and use

Acer Smart Server Manager v1.2 extensions also include the optional power management extension for
data centers and enterprise users seeking to reap cost savings possible from power capping. Power
capping allows users to fix a maximum power usage for a given group of servers to ensure they throttle
themselves so as not to exceed the set power limit. This can be useful for virtualized environments or for
server farms that are running 24/7 but only require basic functionality — i.e. web servers, file and print,
storage and/or email servers. In such a case the admin can save the company money by preventing the
rare power spike to waste energy resources fulfilling unnecessary tasks.

To enable this feature in SSM v1.2 the admin will need to purchase additional licenses via the online
website reached via the add extension tab. <insert image>.

Once purchased and installed the admin can begin to set up the power management extension. First
ensure that the necessary accounts are granted access and use IPMI 2.0 for control.
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Below you can configure plugin settings and save. Please note that changes will be saved for selected tab.

Global User Account Power Zone Settings Monitoring Settings Rack Power Scheduling

Below are the settings for the global user accounts. These credentials will be used to attempt authentication for any new devices. To
clear a Global User slot, use a blank user name and click Save Global User. NOTE: You should use as few global users as possible to
minimize performance impact during the authentication process.

Select Protocol: | 1PMiv2 - o Add Account
Operation
Lk

Once set the admin may than begin to create one of three power zones — Critical, High Availability and Low
Priority. The power zones will act as groups of which servers should impose power capping when the rack
limit begins to be reached. For example, if the set rack begins to peak, the low priority servers will be under
clocked first, before the high availability and critical server groups. Each group can be configured to throttle
the servers to any percentage desired — this mostly relates to the CPU usage.

Below you can configure plugin settings and save. Please note that changes will be saved for selected tab.

Global User Account  Power Zone Settings =~ Monitoring Settings Rack Power Scheduling

Below are the settings for power zone. Double click on power zone to rename it.

Power Zones +Add [ High Availability
Critical
=

Low Pricrity

50% 60 70 &0 90 100%

—_——

Schedule | | Delete |

Lower Power Threshold

After setting the management groups the admin will have to set up a rack of devices for which the groups
will apply to. The first step the admin can right click in the device tree to the left-hand side to add a power
management device.
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x

Choose the device you want to add from the list of supported types. Then, click Add Device to launch the
configuration dialog for that device type.

i AMT Dewvice [Client Mgmt. Extension)

n Virtual Machine (Virtual Machine Mgmt. Extension - Hyper-\' Lite}
sy Power Management Devices

i Server (Out-Of-Band Mgmt. Extension)

. Virtual Machine (Virtual Machine Mgmt. Extension - ESX Lite}

?l 05 Host {In-Band Mgmt. Extension}

After which, the user will be prompted to configure the rack they wish to setup. This step includes selecting

which machines will be managed, the desired power limit of the rack and each managed device’s power
grouping priority.

Establish a rack and set its maximum power.

Step 1: Select the type of device you want to add

Device BMC Rack v

Step 2: Enter device name and power limit for the rack.

Dewvice Name Acer Server Rack #1

Powwer Limit Sl] Watts

Step 3: Click the Submit button below.

Please note that once your credentials have been authenticated, it may take several minutes before the device appears
in the list.

Add devices to be managed and their grouping priority.
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Rack Builder Refresn(@) Help )

Below you can authenticate devices and buid your rack by drag and drop.Changes made here may take maximum of 5 seconds to reflect in device tree.Please refresh it manually
before performing any operation.

Device search

a 192.168.1.11

a 192.168.1.12

a 192.168.1.23

a 192.168.1.47

B 192.168.1.51

B 192.168.8.204

B 192.168.1.20

192.168.1.14
B 192.168.8.236

a 192.168.1.42

B 192.168.1.50

B- 192.168.8.203

@ 192.168.1.15

182.168.1.14

AR380 F2_NodeManager

Once set the admin will be able to view the power management dashboard and see both the system
temperature and power usage.
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Dashboard Refresh (@] Help )
Rack Power Usage( Acer Server Rack #1 ) | Server Power Usage And Inlet Temperature
Current Power : 210 Watts  Saved Power : 240 Watts () PowerUsage () Inlet Temperature
400
ARE0 F2_NodeManager

Current 2210 W

17:59  18:00 1801 18:02  18:03  18:04  18:05
Duration {Minutes}

D Expected Power Usage I Actual Power Usage

=
Rack Summary Top Five Power Consuming Servers
Radk Power Limit 450 Watts AR380 F2_NodeMan... 210 Watts
Expected Fower Usage 450 Watts
Connected Servers 1
Inlet Temperature Monitor Refresh
Below you can monitor inlet temperature of the selected server(s). Select Temperature Mode : O @l
AR380 F2_NodeManager
40
30
5
2
g
E
g 20
B
]
B
i
£
10
o
18:05 18:06 18:07 18:08 18:09 18:10 18:11 18:12 18:13
Duration (Minutes)
|| Temperature Threshold [ Actual Temperature

Reports may also be generated by clicking on Information -> reports.

Reports and Analysis Refresh @] Help 7]

Below you can view rack report by selecting the corresponding siot.

Rack Power Usage
Rack Power Usage : 211 Watts

i 8

g

&

imem) sBesn =wog weu
8

Nov 11 Dec 11 Jan 12 Feb 12 Mar 12 Apr12 Msy12z  Juni2 Jul 12 Aug12  Sepiz o1z
Duraticn (Months)

Rack Power Usage

q i I Total Rack ' » Rack Power

Efficiency /t Usage




